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Abstract

Many technical papers have raised issues regarding the susceptibility of electronic
equipment to electrical interference. Ofter the papers base argument and conclu-
sions upon the calculated and assumed attenuation properties of switch mode power
supplies. Two divergent thémes appear in these papers: low amplitude common
mode interference passes through a switct. mode power supply affecting the oper-
ation of internal logic circuitry, or sufficient attenuation is available in a switch
mode power supply to prevent low amplitude common mode interference from
affecting the performance of logic circuits powered from the power supply.

This paper attempts to explain this divergence by addressing the effect of common
moae interference upon electronic equipment. The general topics covered in the
paper are

¢ power supply design and susceptibility to commion mode interference,
e the paths for common mode surge currents into electronic equipment,
e the effect of common mode surge cwrent on data circuitry.

To investigate the effect of common mode interference upon electronic equipment
a review of power supply and emissions filter design was performed along with a
range of tests, both time and frequency domain, to confirm or rule out various
suppositions regarding the immunity of electronic equipment to interfering signals.
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COMMON MODE SENSITIVITY OF ELECTRONIC EQUIPMENT

1. Introduction

The role of electrical interference and the sensi-
tivity of electronic equipment has received a
great deal of attention during the past few de-
cades. Numerous test standards have been
developed both domestically and internation-
ally to guide equipment designers. The test
standards normally describe the mode of injec-
tion into a device and the coupling parameters
of the test signal (amplitude, frequency and en-
ergy). The mode of injection is important
because the effect of interference is a function
of the path(s) which an interfering signal takes
as it passes through a device. The size and
shape of an interfering signal determine the
ability of a signal to pass (couple) into and
throughout a device.

1.1. Interference Injection Mode

The four modes of interference injection for a
single phase circuit are line-to-neutral, line-to-
ground, neutral-to-ground, and line plus
neutral with respect to ground. There are gen-
erally accepted terms for two of these modes.
Events which are injected between line and
neutral are called normal mode (symmetrical
mode in some international standards). Events
which are injected between all current-carrying
conductors and ground are called common
mode (asymmetrical mode internationally). By
using different modes of injection, controlling
the means of injection and the path for interfer-
ence to follow into and out of a device, a
designer can examine the impact and take
steps to harden the equipment.

In North America, the neutral conductor is
bonded to earth at the electrical service en-
trance. Theoretically, the bond should limit
interference within a facility to events which
are measurable between line-to-line or line-to-
neutral (normal mode) and many surge
suppressor designs and power supply filters are
designed to address only normal mode interfer-
ence. Unfortunately, this is not the case.

Common mode interference may exist within a
facility because the bond at service entrance is
missing or poorly implemented. As a result, in-
terference signals may be found on all
current-carrying conductors (equal in phase
and approximately equal in amplitude as mea-
sured from a ground reference). Even with a
well-implernented bond, coupling between
wires and lead inductance in the neutral-to-
ground bond and in the tie to earth ground
permits the propagation of high frequency com-
mon mode signals throughout a facility. In
addition, interference signals are not one way
events. Interference like all electricity flows in
a loop and will follow each and every path avail-
able to complete a loop. The current in any
path is inversely proportional to the impedance
of the paths . (Kirchhoff’s laws and Ohm’s law
still prevail).

In practice, the distinction between normal
mode and common mode becomes a bit fuzzy.
The grounding conductor of a device (by code
requirement) is parallel and contiguous with
the phase end neutral conductors. Because of
the bond between neutral and ground at the
service entrance, the grounding conductor be-
comes an additional path for normal mode
surge current and serves as the principal path
for common mode surge current. The issue
ceases to be normal versus common mode orien-
tation and becomes common return provided
by the grounded (neutral) and grounding
(ground) conductors. This is mode conversion.
Figure 1 illustrates this condition. For in-
stance, if a common mode surge enters a
facility the bond between neutral, equipment
ground and earth ground at the service en-
trance will provide a path to earth for much of
the applied surge current. This assumes that
earth ground is the source or part of the path
for the surge current. The surge current on
the hot conductor has no discharge path and
therefore enters the facility without impedi-
ment. When the load is close to the bond at the
service entrance, voltage differentials due to

© 1992 by PowerCET Corporation. 1
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surge return current are limited. However, as
the distance between the service entrance and
the load increases, the impedance of the return
path interacts with the surge return current
creating large voltage differentials. The inter-
action increases proportionally with increased
frequency.

- surge cument — i 1040
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=

Figure 1 - Branch Circuit

sured from line-to-neutral (L/N), line-to-
ground (L/G;) and neutral-to-ground (N/G) with
a digital storage oscilloscope and 100X probes
(differential measurement). A metal oxide va-
ristor (V130LA20B) was connected from
‘ine-to-neutral to replicate the surge protection
“or a typical power supply.

'Table 1 shows the test results with the metal
axide varistor (MOV) placed 0.5 meters and 60
meters away from the surge generator. The
data shows that when a load is very close to the
neutral-to-ground bond, the surge voltages are
uniformly limited by the combination of surge
suppressor and neutral-to- ground bond. How-
ever, at the end of the 60 meter circuit (200
feet of 12 gauge, Type NM-R non-metallic
sheathed cable, with integral grounding conduc-
tor), the impedance of the wiring interacts with
the surge return current creating very large
voltage differentials.

‘Table 1- Branch Circuit Test
To verify the development of voltage differen- . One MOV (L-N)
tials, a branch circuit test was performed using Wire Lengti (D)| Measurement Volts
a Velonex 587 surge generator. As shown in fig- L/N 385
ure 2, the isolation network of the Velonex 0.5 Meters L/G 420
surge generator was connected with a bond be- N/G 22
tween neutral and ground on the output of the LN 333
isolation network to replicate the neutral-to- 60 Meters L/G 1260
ground bonding condition of a typical service N/G 963
entrance. A nqrmal mode surge (2000.volt, Three MOVs (L-N, L.G. N-G)
8X20 unipolar impulse) was then applied to the Wire Lenat (D) M Vol
test circuit. The voltage differentials were mea-  ¥ire Lengt) {D gg_g:_:/:ment g ;—sé
0.5 Meters L/G 350
N/G 3
L/N 315
- surge cumrent J—'-""m : 60 Meters L/G 315
o1 N/G 158
:,:u"..'.fg' —umnma:rﬂnm_z:{’,.' e
& mouaTow o et 1 It is important to note that all ground refer-
| cnoe | e T AL NN, Lt enced capacitive paths (stray capacitance,

0 capacitors and semiconductor chips) inside a de-
vice powered from the circuit will be forced by
the voltage differentials to carry surge current.
As a result, surge current will flow in the

Fi . grounding conductor back to the neutral-to-
gure 2 - Branch Circuit Surge Test ground borid at service entrance.
2 © 1992 by PowerCET Corporation.

All rights reserved.



Voltage differentials across semiconductors and
the resulting surge current flowing through the
semiconductors can cause operational problems
or damage. As a result, multiple MOV arrays
are often used in surge suppressors to limit
voltage differentials. A common configuration
for a multiple element surge suppressor adds
MOVs between line and ground, and between
neutral and ground (dashed MOVs in figure 2).
The branch circuit test was repeated with three
MOVs (V130LA20B) connected L/N, L/G, and
N/G. Table 1 shows the test results from this
configuration. The surge voltage levels are
now fairly uniform, however, the grounding
conductor is now an active current- carrying
path for surge current. Common mode voltage
differential (neutral-to-ground) is still quite
high at the end of the 60 meter branch circuit.

Francois Martzloff of the National Institute of
Standards and Technology (NIST) published
surge test data in 1985 which documented the
performance of surge suppressors placed at the
end of a 75 meter branch circuit.” Table 2 con-
tains test data which Martzloff recorded for a
single MOV (L/N) and for three MOVs (L/N,
L/G, N/G).

Table 2 - Branch Circuit Test With 75 Meters
Wire Length
Mode 1 MoV LN | 3 L‘EV; /“c_EiN
L/N 360V 360 V
L/G 1100 V 380V
N/G 780 V 100 V

The test data prepared for this report and the
test data published by Martzloff show that
large voltage differentials can be created at the
end of a long branch circuit through the use of
nonbalanced surge suppression devices (single
element). One important fact emerges from an
examination of interference modes and paths.
The path for interference which is provided by

Common Mode Sensitivity of
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equipment ground must dominate in all consid-
erations of equipment sensitivity and cannot be
separated or ignored.

1.2. Coupling Parameters

The amplitude, frequency, duration and energy
of an interference signal determine the capabil-
ity of a signal to affect an electronic device.

The degres of impact, however, is also a func-
tion of clock speed, equipment activity and data
connections. Test standards exist both domesti-
cally and internationally to aid equipment
designers in the development and testing of
new equipment. These standards cover a wide
range of interference signals. However, for the
past decade a slower type of interference, the
high energy electrical surge caused by light-
ning, has received the majority of attention.
This is due in large part to the fact that electri-
cal surges destroy equipment. As a result,
companies specializing in test or power moni-
toring have produced systems to replicate or
record electrical surge events and a host of com-
panies have emerged with a wide range of
surge suppression products. The focus of these
products, for the most part, is electrical surge
with frequency components ranging from kHz
to low MHz.

As the focus of equipment design and protec-
tion moved toward the use of equipment
tailored to address electrical surge, a unique de-
velopment occurred. Computer systems
became faster, power supplies grew smaller,
usage became increasingly critical and com-
puter equipment moved out of the computer
room and onto the office and factory floor.
Many of the electrical problems associated
with the new environment were recognized:
voltage fluctuations, power dropouts, and elec-
trical surge. As a result, power supplies and
aftermarkeat power protection products offered
features and capabilities which revolved

1  F.D. Martzloff, The Protection of Computer and Flectronic Systems Against Power Supply and Data
Lines Disturhances (Schenectady, N.Y. General Electric Company, 1985), p. 32.

© 1992 by PowerCET Corporation. 3
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around the identified problems. For the most
part, this approach has been satisfactory. How-
ever, problems still occur even after diligent

efforts to create a suitable electrical environ- o omme scwm  meem mome s e ——
ment for the equipment. o % _I —{>|IT' : —~ m %% Lﬁ%_ % _lr-‘ -
One of the reasons that problems persist de- I\ s QB C
spite precautions is that the move out of the . i
computer room environment brought elec- — O [@'

tronic equipment closer to random sources of __f

high frequency interference. Worse yet, the =

equipment which was moved out to this less-

than-friendly environment was connected to

the computer room via data networks. The re-

sult is mcx.'eased oppo.rtl'lmty fo.r interference to Figure 3 - Switch Mode Power Supply Block
affect equipment. This is especially true for Diagram

high frequency interference where coupling is

an important factor. Over the past few years +he attenuation characteristics of a PWM in-
several test standards have been modified to ad- verter transformer with 70 pF of coupling

dress the issue of high frequency interference. ~apacitance (series insertion loss of the trans-
Two standards, ANSI/IEEE C62.41-1991 and former messured with a Hewlett-Packard

IEC 801, now contain test standards for electri- 3585A spectrum analyzer equipped with a

cal fast transients (EFT) and specify coupling tracking generator). As shown in figure 4, the (
modes. small signal attenuation of the PWM inverter

transformer appears fairly good below 1 to 2
MHz, although the real attenuation will vary

2. Interference Coupling Within with layout and signal amplitude. Above 10

Switch Mode Power Supplies MHz, the transformer attenuation is quite lim-
- i ited. At 30 MHz, the attenuation is only 15.9
The ability of a power supply to attenuate com dB or 6:1 (referenced to the 0 dBm output of

mon mode interference is related to the
coupling between the AC input and the DC out-
put of the power supply. Figure 3 illustrates a
functional block diagram for a power supply.
The high frequency transformer of the pulse e m
width modulation (PWM) inverter inside the . :
power supply provides some common mode re- ]

duction, although the attenuation properties of ] ; i
the transformer are related to size and operat- =y //u:u:;::/_ [

the tracking generator).

8 b REFERENCE

S

ing frequency. Some of the other B

determinants of attenuation are the emissions ]

filter, output filter and random coupling "'j/

throughout the power supply. 1

The coupling capacitance of a PWM trans- i S : i -

former for a switch mode power supply ' et ) s’

(personal computer size) is approximately 100
pF. As the size and operating frequency in-
crease, the coupling increases. Figure 4 shows Figure 4 - PWM Transformer Attenuation

4 © 1992 by PowerCiET Corporation.
All rights reserved.



When intentional physical separation is pro-
vided between the high voltage DC portion of
the power supply and the low voltage DC out-
put, the intent is safety and not noise
reduction. Figure 5 illustrates two different de-
sign characteristics for power supplies. In
configuration A the drive transistors are iso-
lated with optical isolators inside the control
module. In configuration B the drive transis-
tors are electrically isolated with pulse
transformers.

f oC CHOPPED

NFUY oC oUTPUT

A OPTICAL
SOLATOR

INVERTER

Figure 5 - PWM Drive Designs

Referring back to figure 3, isolation is normally
added at either points B or C, or both, to isolate
the input AC related circuitry from the output
DC circuitry. The intent in either case is 60 Hz
isolation from input to output to ensure safety.
The 50/60 Hz safety isolation can limit paths
for interference if circuit layout, wire routing
and circuit board placement do not create
sneak paths for interference. In one instance,
a clone computer exhibited poor attenuation
properties. A physical inspection revealed that
the power switch on the front panel controlled
the AC power for the system. Unfortunately,
the power cord was routed alongside the
motherboard and the floppy disc for the sys-
tem. As the power cord was fairly long and was
placed close to the motherboard, surge energy

and high frequency interference were free to ra-

diate throughout the system and to couple

Common Mode Sensitivity of
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capacitively and inductively into sensitive cir-
cuitry. In this instance, the attenuation
capabilities of the power supply were immater-
ial. Even if the power supply had excellent
sttenuation properties, the overall system
would still be sensitive to interference. In
other words, even with deliberate effort to se-
lect a quality power supply, an assembly error
can create an unintentional path for common
mode interference into the system. If the sys-
tem is not tested after assembly, or if the
system is electrically quiet and therefore passes
emissions testing, then the completed unit will
reach the fizld where interference will deter-
mine the ultimate reliability of the system.

3. Filtering for Switch Mode Power
Supplies

Switch mode power supplies are inherently
noisy devices. Figure 6 shows the switching
voltages across each side of the center- tapped
PWM drive transformer with respect to chassis
ground (point A of figure 3). The signals are
2qual and opposite in polarity indicating a nor-
mal mode orientation. Accordingly, input and
sutput filter capacitors for a power supply are
generally connected between line and neutral
and between DC supply and DC return in a nor-
mal mode configuration to control the

Tk Stopped: lingle Seq
PRGN, PN - -f

i — . DU
fuxtx v:n s.0X ucs:}\,a\

R

-

e R aaa

i
-
*
T
-
]
-
s
+-
i
+
t

Figure 6 - PWM Inverter Drive Voltage Levels
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emissions from the PWM inverter of the power
supply and to control ripple voltage on the out-
put of the power supply.

The fast edges of the switched voltage couple
into adjacent wiring and sheet metal assem-
blies. Any imbalance in the coupling creates
common mode voltage and current. Internal to
a system, twisted pair wiring, shielding and
ground plane technology are used to control
common mode coupling. However, some cou-
pling imbalance occurs, so emissions filters
incorporate common mode chokes to control
the coupled signals. The magnitude of the cou-
pling determines the size and complexity of the
emissions filter. Equipment with poor internal
coupling controls will require an extensive
emissions filter while equipment with good in-
ternal controls will require much less filtering.
This creates a unique paradox: While the inter-
nal coupling controls improve the overall
emissions profile of the system, the reduced fil-
tering requirements can lead to the selection of
a small, simple input emissions filter and a re-
duction in common mode filtering on the
output of the power supply. The system may
meet emissions requirements, but this may ac-
tually reduce both the common mode input
impedance and the common mode bypass filter-
ing for the system.

Figure 7 illustrates several types of emissions
filters for power supplies. Configuration Aisa
simple filter with common mode chokes and a
normal mode bypass capacitor. Configuration
B is a multiple stage filter with common mode
chokes and normal mode bypass capacitors.
This style of filter might be well suited for a
noisy power supply, however, the filter has no
common mode bypass capacitance. Configura-
tion C uses a common mode choke and both
normal and common mode capacitors. Configu-
ration C should provide the best overall input
attenuation, however, cost, space limitations,
insufficient need (perceived or actual) or leak-
age current concerns may preclude its use.

The type of filtering found inside a power sup-
ply depends upon its intended usage and

Hot

w
NEUTRAL M j

)

EMISSIONS

FILTER

_IYI-Y\_ ﬁ HoT s v 2 w
B b

T L NEUTRAL /Y 02 )

ﬁ HOT
Cc
\_ NEUTRAL

Figure 7 - Emissions Filter Configurations

regulatory concerns. Obviously, if a power sup-
oly is not required to meet any governmental
‘imitations for conducted emissions (radio fre-
quency interference or RFI), then filter
components otherwise required are usually not
present. Government regulations inside the
United States require testing and certification
10 ensure compliance, but, some types of equip-
ment are never tested. For instance, personal
computers assembled inside the country by
value added resellers (VAR) are seldom tested.
'The VAR often buys assemblies which are inte-
grated into a final package. The chassis, power
supply, drives and circuit boards may be pur-
chased from different suppliers. If the chassis
and power supply are purchased as an assem-
bly, then FCC certification for the enclosure
may be available. Regardless, the final system
is often not tested and the VAR relies upon
PCC certification from component and assem-
bly vendors. If the power supply is not built or
tested to any emissions standards or the instal-
lation of the assemblies compromises the FCC
certification, then the finished assembly will
lack sufficient filtering and may be vulnerable
t.0 interference.

As a case in point, a value added supplier of
electronic systems used an off-shore origin ex-
ternal SCSI assembly in conjunction with a
top-of-the-line computer. The computer was ex-

6 © 1992 by PowerCET Corporation.
All rights reserved.



tremely well built and tested to FCC class B
and VDE standards. However, the final assem-
bly was prone to lockup and reset errors. The
external drive assembly did not carry any type
of FCC labeling. During testing, impulses as
small as 180 volts caused system reset. An ex-
amination of the power supply inside the drive
assembly revealed that a single common mode
choke with a normal mode bypass capacitor
comprised the entire input filter (figure 7, con-
figuration A). A replacement drive which
carried FCC class B and VDE certification was
subsequently selected and tested. The finished
assembly then tolerated 1000 volt impulses
(5ns X 50ns) without lockup or reset problems.

The type of emissions certification can affect
the performance of a device. Although FCC
compliance is mandated for electronic equip-
ment operating at frequencies higher than 9
kHz, FCC class B testing for conducted emis-
sions actually begins at 450 kHz. As a resuit, a
filter design may not address frequencies below
450 kHz; it is a low pass filter. Frequencies
well below the cutoff frequency may pass
through the filter with little or no attenuation.
As surge voltage inside a facility oscillates at ap-
proximately 100 kHz, a power supply
incorporating input filtering with a very low
frequency response may provide better attenua-
tion for some forms of conducted interference.
Some European tests for conducted emissions,
for instance, begin at 9 kHz (Vfg 243/1991).
However, as the name implies, an emissions fil-
ter controls noise generated within a device
and it is not intended to stop interference with
large amounts of energy which enter the sys-
tem from the power line. The energy handling
capability (instantaneous and long term) is lim-
ited. For example, when a surge event is
applied to an emissions filter, the inductors in-
side the filter may saturate and pass the surge
on to the power supply, or the interference sig-
nal may force the filter to interact with the
capacitance and inductance of the power supply
and create a resonant condition. In either case,
the operation of the power supply and the elec-
tronics powered from the supply will be
jeopardized.

Common Mode Sensitivity of
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4. Referencing DC Common To
Chassis Ground

Almost all electronic equipment tie the DC com-
raon to chassis (and in turn to the AC ground
wire) somewhere inside the system. The tie
usually occurs at the motherboard or backplane
for a system. Even without a deliberate tie to
chassis ground, capacitive paths throughout

the system effectively ground it at high frequen-
cies. Some devices such as small external disc
and tape drives may have a bond to chassis
ground at the DC output of the power supply.
Large power supplies are seldom bonded to
ground inside the supply.

'The effect of power supply grounding is subtle.
‘Where a bond (tie) is provided between DC com-
mon and chassis ground inside the power
supply, the normal mode output filtering of the
nower supply can aid in the process of coupled
‘nterference attenuation, if the bond and filters
are properly coordinated. The tie to ground
rarely occurs within the power supply if the de-
signer uses multiple power supplies and wishes
to maintain a single DC grounding point within
a cabinet or if control circuitry (voltage or cur-
rent sense) preclude the practice. Where a
bond is not incorporated into the power sup-
ply, additional filtering is necessary if common
mode interference is a concern.

If common mode interference is not bypassed
to ground cr attenuated by the input emissions
filter, it may couple inductively or capacitively
throughout the power supply and associated
wiring. The interference is then free to reach
logic circuitry within the system. Interference
does not distinguish between logic circuitry
within the system and the control circuitry of
the power supply: A power supply may be just
as vulnerable internally as the circuitry pow-
ered from it. The effect of interference varies
with the pcint of injection, frequency, energy,
the amount, and type of bypass capacitance
within the system, and second order filter char-
acteristics. Lockup, data integrity problems,
system reboot and component failure are com-

© 1992 by PowerCZT Corporation. 7
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mon consequences if interference reaches logic
or control circuitry within the system.

5. Common Mode Attenuation
Tests - Frequency Domain

Two personal computers were tested with con-
ducted RF (150 kHz to 30 MHz) to determine
the relative immunity of the computers to con-
ducted interference: An IBM PS2 model 30
and a 286 clone. The 286 clone was assembled
inside the United States by a value added re-
seller; its power supply was made in Taiwan.
The IBM PS2 was built inside the United
States; its power supply was made in Hong
Kong. The reputation of the IBM PS2 is well-
known. The 286 clone is also a quality product
(20 MHz processor with 4 MB of memoryina
tower chassis). The point of this comparison is
simple. The tested products were not selected
because they were inexpensive or might test
poorly: These products represent equipment
which is commonly used in an office environ-
ment.

The frequency components of interference are
random and vary with source, distribution im-
pedance and load characteristics. Continuous
wave signals and frequency domain measure-
ments were performed with a spectrum
analyzer to determine broadband load sensitiv-
ity and to identify frequency response of the
load via spectral plots. The amplitude of the ap-
plied signals used to derive attenuation
characteristics correspond to measured ampli-
tudes of common mode noise (burst) recorded
in commercial facilities. The equipment was
tested with and without power to verify cou-
pling characteristics and to remove the
possibility of measurement error caused by nor-
mal computer operation. The computers were
also tested on a stand-alone basis and with key-
boards and monitors attached. The test results
show the performance of a single system. Per-
sonal computers attached to data networks
would no doubt test very differently. The de-
rived attenuation capabilities for each

computer reflect power supply and installation
characteristics.

5.1. Attenuation Test Without AC Power

Figure 8 shows the test layout used to deter-
nine attenuation capability. A HP3585A
spectrum analyzer equipped with a tracking
Zenerator was used to simultaneously drive a
‘inear amplifier to inject high frequency com-
mon mode current into a personal computer
and to record the attenuated test current at the
+5 volt bus of the personal computer with a
nigh frequency current probe. The amplifier
‘was an EN1440LA rated for 35 watts of power
and 45 dB gain (measured gain is 51 dB). The
high frequency current probe was manufac-
tured by Singer (Model 94430-2 calibrated at
1lmV/mA). The current probe was placed
around the combined +5 volt wires of the
power supply which extend from the power sup-
ply to the motherboard, disc and floppy drives.

r REFERENCE PLATE )
TEST ™
ENIG4OLA | _sowa o EQUIPMENT
RF POWER crowD UNDER
AMPLIFIER O TET
v CURRENT PROSE \v
HP3585A
SPECTRUM
ANALYZER
TRACKING GENERATOR ]
“ v D

Figure 8 - Attenuation Test Setup (No Power)

A measuremnent reference was obtained by set-
ting the output of the amplifier to provide a
zero dB reference. The 0 dB reference corre-
sponds to the current probe measurement of
the current supplied by the amplifier to a 50
ohm, 50 watt load (Philco model 160-60D).
The current at the +5 volt bus inside the de-
vice-under-test was compared to the 0 dB
reference to derive attenuation data. The 50

8 © 1992 by PowerCET Corporatinn.
All rights reserved.



ohm (0 dB) reference provides a means to com-
pare the performance of a power supply with a
known load. All measurements were per-
formed with a copper ground plane and all test
equipment, including the device under test,
were connected to the ground plane with one
inch wide copper tape. The power switch for
the device-under-test was placed in the on posi-
tion.

The computers were tested on a nonpowered,
stand-alone basis to rule out the possibility
that the measurements might be influenced by
internal noise or interaction with other equip-
ment. Keyboards and monitors were not
attached. Figure 9 shows the current traces for
the IBM PS2 and for the 286 clone. The figure
shows the 0 dB reference and the current at
the +5 volt bus for the 286 clone and the IBM
PS2. The attenuation for the 286 clone ranged
20 to 51 dB (36 dB average) whereas the IBM
PS2 attenuation ranged from 43 dB to 66 dB
(57 dB average). The output of the RF ampli-
fier was the same for each system (11.75 voits
delivered into a 50 ohm load with approx-
mately 3 watts power).

CURNENNT AT o6 VOLT BUS OF PERBORAL CONPUTER
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indication of attenuation capabilities. Coupled
interference current flows through the capaa-
tance of the motherboard (or backplane)
creating localized voltage where ESR problems
exist (equivalent series resistance or second
order effect). The localized voltage might not
be measurable at another location. Therefore,
the measurement of current was chosen to de-
{ermine the magnitude of interference current
that might {low through a system.

'Table 3 shows the attenuation levels for each
computer. 'While the attenuation traces from
the spectrum analyzer visually display the dif-
ferences in attenuation, the numeric data in
+he table make the difference very plain. The
IBM PS2 consistently provided small signal at-
senuation ratios which were significantly better
shan those provided by the 286 clone. In fact,
at 30 MHz the 286 clone attenuation ratio
dropped to only 10:1! One aspect of the testing
must be stressed. All tests were performed
with equipraent and the device being tested
placed on the reference plate and tied to the ref-
erence plate with one inch copper tape. The
reference plate and ties to the reference plate
reduce unwanted resonances and ensure accu-
rate measurements. The reference plate and
ties to the plate also ensure a low impedance re-
turn path which is probably better than would
exist in real applications. As a result, the atten-
uation characteristics may represent best case
conditions.

Table 3 - Common Mode Attenuation Test
Resuits - No Power
__IBM PS2 286 CLONE
MHz Attenuation Attenuation
—— —— —, dB’ Ratio dB Ratio
Herts Of2) 1 64 1585:1 51 355:1
2 60 1000:1 47 224:1
5 54 316:1 |- 41 112:1
Figure 9 - Attenuation Traces (No Power) 6.17 43 141:1 19 89:1
Measurements of current were chosen as the ;g g? : ?gg; :23; %g‘%—
primary indication of attenuation, rather than 30 53 2 47:1 20 %—1—
voltage, because capacitance within the device - -
under test (at the motherboard or backplane)
can attenuate test voltages and provide a false
© 1992 by PowerCET Corporation. 9
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5.2. Attenuation Test With AC Power

Figure 10 shows the test setup used to verify
the attenuation capabilities while the comput-
ers were powered and operating. The same
amplifier, spectrum analyzer and current probe
were used for this test. An isolation back filter
and signal insertion network were added to pro-
vide a means of injecting the signal and to
control the direction of signal propagation. A
VGA monitor and keyboard were connected to
the personal computer under test. The moni-
tor was powered from the back filter and the
same monitor was used for each system.

Figure 10 - Attenuation Test Setup (With Power)

The back filter elements included a Xentek iso-
lation transformer (no neutral-to-ground
bond), 90 microhenries of common mode induc-
tance (air wound), and Tokin ferrite cores. The
total attenuation provided by the back filter
from the test point back to the power line was
60 dB or better across the test band (the track-
ing generator sweep is 20 Hz to 30 MHz and
the amplifier output is 150 kHz to 300 MHz).
The test signal was coupled onto line and neu-
tral as a common mode signal via 0.1
microfarad Rifa capacitors.

Figures 11 and 12 show the test data for the

IBM PS2 and the 286 clone, respectively. As be-

fore, the output from the tracking generator
was attenuated with a step attenuator until the
amplifier output into a 50 chm load measured 0

(" REFERENCE PLATE )
1 INE
. EQUIPMENT
Ti UNDER
NEUTRAL O TEST
® e GOQUNO
<7 -
TEST SIGNAL CURRENT PROBE \v/
ENI440LA HP3S85A
RF POWER SPECTRUM
AMPLIFIER ANALYZER
k TRACKING GENERATOR v J

dB. The current probe was connected to the
+5 volt bus of the computer-under-test. The 0
(B reference was compared to this trace to de-
rive the attenuation characteristics. In
addition, in a second test the output from the
tracking generator was increased until the com-
puter-under-test exhibited functional
problems. The higher trace in each figure re-
{lects the current at the +5 volt bus for the
second test. At 33.8 volts rms the 286 clone
locked up. The IBM PS2 withstood 39 volts
rms without lockup , although the monitor dis-
play (non-I3M) exhibited violent jitter.

CURIENT AT »5 VOLT BUS OF I3n PE2

. 79 VOLTS RY

.
3
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Figure 11 - IBM PS2

CURRINT AT +5 VOLT BUS OF 286 CLONE
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Figure 12 - 286 Clone
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Table 4 shows the numeric data derived from
the powered testing. The data trends estab-
lished with the nonpowered testing were
generally confirmed and maintained with the
powered testing.

Table 4 - Common Mode Attenuation Test

1BMPS2 286 CLONE -

MHz Attenuation Attenuation
dB Ratio dB- Ratio
1 52 398:1 47 2241
2 58 794:1 53 447:1
5 57 708:1 41 112:1
6.17 44 158:1 42 126:1
10 61 1122:1 35 56:1
20 56 631:1 25 18:1
30 55 562:1 21 11:1

Because the VGA monitor provided a supple-
mental path for the applied common mode
interference, it would seem logical that the
measurements of interference within the test
computer should indicate improved attenua-
tion. At a few frequencies the test data did
show an improvement, but, at other frequen-
cies the attenuation decreased. This was true
for the IBM PS2: Attenuation at 10 to 20 MHz
decreased. Apparently, the data cable from the
VGA monitor provided a backdoor path for in-
terference to follow into the test computer even
though the cable was shielded.

To determine if the low impedance return path
provided by the copper reference plane and cop-
per straps helped the device under test
withstand the common mode test signal, the
286 clone was isolated from the table with a
one quarter inch acrylic sheet and the copper
tape bonds to the reference plate were re-
moved. After the unit was isolated, 26.8 volts
rms caused memory errors and strange charac-
ters on the monitor. At 27 volts rms the 286
clone exhibited several different responses: It
either locked up, lost video control, lost DC bus
voltages or rebooted. Momentary bursts of RF,
rather than continuous signals, also caused sim-
ilar problems.

Common Mode Sensitivity of
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6. Common Mode Surge Tests -
Time Domain

The attenuation data derived during the fre-
quency domain testing apply only to small
amplitude signals. The withstand capability of
a load may decrease with larger amounts of in-
terference and energy. Two common mode
surge tests were performed to determine the re-
sponse of electronic equipment to larger
interference signals. These tests were per-
formed with time domain recording equipment
to ensure capture of peak interference levels.

6.1. Common Mode Surge Test
(Schaffner)

To verify if the attenuation level would change
with higher power signals, a Schaffner surge
generator (model NSG-200D with a NSG- 223
surge module) was used to inject a 500 voit com-
mon mode surge into the 286 clone. The surge
current was recorded at the +5 volt wiring for
the 286 clone and for the IBM PS2 with the
Singer current probe (94430-2) and a digital
storage oscilloscope (Tektronix TDS 540). Fig-
ure 13 shows the test setup.

SCHAFFNER
AC —1 SURGE GENERATOR EQUIPMENT
IN NSG200D/NSG223 UNDER
{ZOMMON MODE O TEST
CURRENT PROBE
TEKTRONIX
TDS 540

Figure 13 - Common Mode Surge Test
(Schatfner)

The surge current at the +5 volt bus was 504
milliamperes for the 286 clone and was not
measurable for the IBM PS2. The ambient op-
erating current inside the IBM PS2 was 61
milliamperes peak and the surge remnant
could not be extracted from the background

© 1992 by PowerCET Corporation. 11
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current. Compared to the calculated surge cur-
rent (500 volt surge delivered from a 45 ohm
source impedance), the attenuation for the 286
clone is 26.8 dB. The test impulse was 50 mi-
croseconds in duration with 580 ns rise time.
The surge remnant measured inside the 286
clone oscillated at 2 MHz.

This test demonstrates two important points.
First, the attenuation was lower than would be
indicated by the frequency domain attenuation
testing. Second, the surge remnant was oscilla-
tory while the applied pulse was unipolar (i.e.,
it was AC coupled). These conditions show
that larger surge voltages can reduce input fil-
ter attenuation by saturating filter inductors.

6.2. Common Mode Surge Test
(ANSI/IEEE C62.41-1991 Category A)

One test was performed to determine if the
surge remnant from a three element surge sup-
pressor could couple through a device and into
connected data circuits (TVSS or transient volt-
age surge suppressor with MOVs between
line-to-ground, line-to-neutral and neutral-to-
ground). Although not intended, the test also
determined if sufficient energy could be cou-
pled through the surge suppressor to damage a
protected device. Figure 14 shows the test
setup. The test device was a standard dot ma-
trix printer. The common mode surge was
applied every five minutes. Differential scope

SURGE GENERATOR T EQUIPMENT
AC 1 ANSIAEEE C62.41 1991 v UNDER
IN CATEGORY A; 6KV S
COMMON MODE S TEST
DIFFERENTIAL
MEASUREMENT
100X PROBES
SIGNAL-TO-GROUND
AS-232-C /O PORT
PHILIPS
DSo

Figure 14 - Common Mode Surge Test
{ANSU/IEEE C62.41-1991)

probes were connected from data to signal
ground (pins 2 to 7 on the serial port of the
printer) to record the let-through voltage. The
printer was not connected to other equipment.

The printer was tested for functionality after
10 commori mode surge events. The measured
let-through voltage indicated that there was a
problem, and indeed, the I/O chip for the
printer had failed. Figures 15 and 16 show the
surge remrnant, respectively, before and after
failure occurred. The remnant voltage in-
creased from around 15 volts peak to about 500
volts peak. Obviously, the printer was no
longer functional at this point.
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Figure 15 - Pin 2 Before Failure
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IFigure 16 - Pin 2 After Failure
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The surge test indicates a weakness in the de-
sign of the printer to withstand surge current
remnants and points out an important consider-
ation. Simple surge suppressors protect a load
by creating a low impedance shunt path for
surge energy to follow: The surge energy will
pass through the impedance of the surge sup-
pressor rather than continuing into the load
provided the load presents sufficient impedance
to the surge and surge remnant. If sufficient
impedance is not present in the load then surge
energy will enter the load and follow any path
available to complete its journey. Similarly,
common mode surge current remnants which
do pass into a load are most likely to affect
ground referenced circuitry (i.e., data circuits).

7. Interference Coupling Into Data
Circuits

Data circuits and common mode surge currents
share a common connection to ground. Data
circuits use ground as a reference either di-
rectly or indirectly. Nonbalanced data circuits
(e.g., EIA-232-D or more commonly called RS-
232-C) measure data signals with respect to
ground and use ground as a path for data re-
turn current. For this reason, pin 7 is
commonly tied to the chassis of both the send-
ing and receiving station. Balanced data
circuits (e.g., RS-422) reference data drivers
and receivers to ground, although the data sig-
nal is measured differentially between two
wires. Similarly, common mode surge currents
use ground as a path and can either induce cur-
rent flow in the connecting cables of a
nonbalanced data circuit or force a voltage dif-
ferential across a balanced data circuit.

Due to the commonality of grounding, a surge
condition does not require direct injection to in-
duce a failure in a data circuit or to
compromise the operation of electronic equip-
ment. Figure 17 shows a test configuration
used to verify the ability of power line related
surge current to couple into data circuits. A
surge generator was used to inject a normal
mode surge into an isolation transformer with
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a bond on the secondary between neutral and
ground. The resulting surge on the output was
normal mode from a classic sense. However,
the bond between neutral and ground on the
secondary turned the branch circuit grounding
conductors into supplemental paths back to the
transformer (refer to figure 1 for an illustra-
tion). Two branch circuits, 50 and 150 feet in
length, were powered from the transformer.
An EIA- 232-D circuit (25 ft.) connected a per-
sonal computer at the end of the 150 foot
branch circuit and a printer at the end of the
50 foot branch circuit. A 3 element transient
voltage surge suppressor (TVSS) was installed
in the 150 foot branch circuit at the personal
computer.

PRINTER

SURGE
GENERATOR
C8241-1991
$X20ws; 600V

Figure 17 - Data Circuit Coupling Test

Figure 18 displays the current measurable in
the ground referenced conductor of the data
cable. The current occurs because the surge
suppressor uses ground as a return path and
the data cable is just another path. Coupling
and impedance differences between branch cir-
cuits may elso cause current in the data cable
because the surge current interacts with the im-
pedance of each branch circuit creating a
transient voltage gradient (skew or reference
shift) betwezen the branch circuits. In non-
balanced data circuits (e.g., EIA-232-D) and in
balanced data circuits (e.g., RS-422) the ground
referenced voltage differential develops across

© 1992 by PowerCiET Corporation. 13
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Figure 18 - Surge Current in Data Cable

the input and output data ports of the data-
linked systems and, if large enough, causes
data errors or damage to the data ports.

The effects of reference skew are not limited to
the data ports. A very large transient voltage
gradient in the grounding means may cause
enough current in the grounded conductor of
the data cable to induce appreciable voltage in

Yee
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Figure 19 - I/O Drive Chip Schematic

the signal conductors. The data chip may then
pass the energy into the system. Figure 19
shows a schiematic for a popular data driver
chip (DS1438).2

Protective diodes are built into the chip. If
surge voltage exceeds Vcc or Vee, then diodes
D1 and D2 conduct and pass surge current into
the power bus of the system. Inside the sys-
tem, the effect of the surge current depends
upon internal protective measures. However,
systems with limited internal protection can ex-
perience lozkup, reset and even internal circuit
board failures.

8. Sources of High Frequency
Commor Mode Interference

High frequency interference can be generated
by a wide range of equipment or conditions.
Worn brushes on AC motors or loose arcing
contacts in an electrical distribution system are
the most common sources. Credit card emboss-
ers (found in stores, restaurants and even
throughout, hospitals), electric drills, heat guns,
vacuums and floor polishers are also excellent
sources. Some equipment, however, is unique
in its ability to generate high frequency inter-
ference. Within a hospital, the Bovie
cauterizing equipment commonly found in oper-
ating rooms and in industrial settings, its
cousin the high frequency arc welder are spec-
tacular sources of high frequency interference.
Some equipment radiates high frequency inter-
ference as a byproduct of its normal function.
Within a semiconductor manufacturing facility,
epitaxial reactors and sputterers are well-docu-
mented sources of interference. Hand held
radio transmitters, cellular phones and digital
radio pagers and terminals also induce high fre-
quency interference into unshielded power and
data lines.

The problems caused by high frequency inter-
ference are not new, but the presence of these

2 Interface Databook (National Semiconductor, 1988), p. 1-13.
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problems may be difficult to detect and diag-
nose. Power monitors simply do not possess
sufficient bandwidth or sampling rates to re-
cord high frequency interference. For example,
a power monitor which samples at 2
megasamples per second will record events
which are 2 MHz and faster as low kHz events
unless sufficient bandwidth limitation and al-
iasing filters are built into the design. In this
case the monitor cannot respond to the event.
Further, the threshold levels for the monitors
may be too high to capture low amplitude sig-
nals.

The presence of low sample rates and high
thresholds in monitoring equipment are due to
the assumption that the power line surge is the
dominant problem for electronic equipment,
and that electrical surges tend to be very large
and fairly slow. The resuits are often ex-
tremely confusing for the user of monitoring
equipment. In one instance where high fre-
quency common mode was a problem,
processors throughout a major data center
would reset or lockup without any apparent
cause or reaction from power monitors in-
stalled at the site. An indication of the nature
of the interference was finally captured, but
only after the power monitors at the site were
supplemented with high frequency storage os-
cilloscopes.

Figures 20 and 21 show common mode, high
frequency interference events which were re-
corded in an office environment. An inspection
of the circuit revealed that a refrigerator and a
water bottle cooler were powered from the cir-
cuit. The events were recorded with a
Tektronix TDS540 digital storage oscilloscope,
an ONEAC LV103 line decoupler and were
stored with a computer based data acquisition
and analysis system. The events were recorded
randomly throughout the day. A closer inspec-
tion revealed that the timing of the events
coincided with the power-off cycle of the refrig-
erator. Apparently, the energy stored in the
inductance of the refrigerator motor was in-
jected into the power line causing the events.

Common Mode Sensitivity of
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Figure 20 - Event 182 - Common Mode
Interference
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Figure 21 - Event 210 - Common Mode
Interference

In another case, the cycling of a refrigerator
caused large popping noises in a music system.
The owner, fearing damage to the system,
added an isolation transformer to protect the
amplifier. Unfortunately, the transformer did
not stop the interference and the tweeters in
the system were destroyed. The amplifier, just
like sensitive test equipment, is a small signal,
large gain clevice. Interestingly, a power moni-
tor used at the site was not able to capture and
record the interference. Due to the sampling
rate of power monitors, the interference would
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All rights reserved.



Common Mode Sensitivity of
Electronic Equipment

be missed or recorded incorrectly if the refriger-
ator interference was fast enough.

Figures 22 and 23 show the Fourier analysis of
the office related refrigerator events. The Fou-
rier analysis reveals three important points.
First, the events show that high frequency com-
mon mode signals can occur in normal
commercial environments. Second, the fast
Fourier transform (FFT) analysis shows that
the waveforms have frequency components
which range from kHz to several MHz and the
FFT transforms require several hundred volt
potentials to reconstruct the original wave-
form. The concern raised by the FFT analysis
is that the waveforms might cause current flow

we-oc

1]

120,90 100.9
Set

% 0.0 1.2 14 B
Aegakaren

n' Ilo“.l)

0e.s

" \ 4t 4000

. s "we .

-
-
.e—o<
wne-ve

18,4

380 .0 ()

t.0 1.4 1 e 1.0 .0 3. ..
Nopaserey ;]

s s

Figure 22 - FFT Analysis of Event 182
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Figure 23 - FFT Analysis of Event 210

through an impedance which reflects the FFT
potential and not the actual amplitude. Actu-
ally, sensitivity of the load to the individual
frequency components is the most important
factor. Third, the waveform in event 182
shows a unique beat pattern which may be
caused by aliased signal processing and may
help to explain why the monitor in the earlier
example missed the interference.

Figures 22 and 23 show events 182 and 210, re-
spectively. Both events were analyzed and
displayed to permit comparison. In each figure,
the individual windows represent a different an-
alytical process.

o W1 - The original waveform

¢ W2 - A spectrum plot of the original wave-
form ('W1)

W3 - A FFT plot of the original waveform
(W1)

W4 - A FFT and phase plot of the original
waveform (W1) '

The contrast between events 182 and 210 is
quite striking. Event 182 shows a wide range
of frequencies (low kHz to several MHz) and
null periods without any significant frequency
components. In contrast, event 210, while also
axhibiting & wide range of frequencies does not
show the same null periods and the highest fre-
juencies do not approach the sampling
limitations imposed by the oscilloscope settings.

Event 182 (figures 20 and 22) is a good exam-
ple of an aliased signal. The Fourier analysis
shows an almost equal concentration of low
kHz and high MHz (2.5 MHz) components. As
the oscilloscope was set for 10 microseconds per
division capture rate, the sampling rate is five
megasamples per second. Per the Nyquist theo-
rems for data analysis, the sample rate must be
at least two times faster than the frequency of
the recorded waveform. Where the applied sig-
nal equals or exceeds the Nyquist point, the
original signal cannot be displayed correctly.
'The resulting signal will be lower in frequency,
and may actually approach zero frequency.

16 © 1992 by PowerCET Corporation.
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The term aliasing is used to describe this condi-
tion. A sample rate which is 5 to 10 times the
anticipated frequency is really needed to cap-
ture and display signals with accuracy.

9. Conclusions

This paper has addressed the paths and pro-
cesses by which common mode interference
couples into electronic equipment and has dem-
onstrated that power supplies, and the
subsequent operation of electronic equipment,
can be upset by relatively low levels of high fre-
quency interference. The general belief that
interference signals must be hundreds of volts
in amplitude before system upset can occur is
only true when the frequency of the interfering
event is low. Segmenting interference into cat-
egories of normal versus common mode ignores
the issues of mode conversion and the role
which the electrical distribution system plays
in the creation of ground referenced interfer-
ence. Just as important, electronic equipment
is increasingly used in potentially hostile elec-
trical environments and interconnected with
data circuits.

The solution to the problems posed by interfer-
ence may be addressed through equipment
design and test. The susceptibility of a device
varies with design. The physical determinants
are:

o emissions filter style, frequency response
and input impedance,

e bypass capacitance for common mode in-
terference,

¢ data interconnection, filtering and protec-
tion of data I/O ports,

¢ wiring and circuit board layout,
¢ and grounding within the system.

The type and speed of process also plays a role
in the susceptibility of a device to interference.
Equipment with large signal gain, or equip-
ment which operates at extremely fast speeds,
conceptually, are at greater risk. With large
signal gain, even small amounts of interference
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an be amplified to objectionable levels. With
fast operating speeds, the potential for interfer-
ance to coincide with a critical process event is
much greater.

Extremely fast interference is not a new sub-

ject. Test standards exist both domestically

and internationally to aid equipment designers.
For the past decade high energy electrical
surge caused by lightning has received the ma-

jority of attention. Modern test standards,

both domestic and international, have recently
added tests which incorporate fast frequencies
with common mode injection and common
mode coupling as a means to test electronic
equipment. However, the application of these
standards will take time and will only be of ben-
efit if used. Unfortunately, time, cost, and an
inability or unwillingness to test equipment
will leave users with equipment which may let
them down and cost untold financial loss.

Even when well designed and tested, however,
the data circuits may prove to be the weak link
providing the path for damaging interference.

Testing or field experience can indicate if a de-
vice may be susceptible to common mode
interference. Testing a product for interfer-
ence sensitivity can be expensive. When a
company has the time, budget, resources and
ability to test and harden their equipment
against surge voltages and high frequency inter-
ference, the resulting improvement in
reliability can be impressive. Even with large
companies there is no guarantee of consistency
of design across product lines or between vari-
ous divisions within large multi-national
organizations. It is common practice for both
large and small companies to integrate equip-
ment from a variety of suppliers into complete
systems which may not be tested or hardened
against surge voltages and high frequency inter-
ference.

If cost were an indication of final performance,
then the solution would be obvious. Unfortu-
nately, cost is not necessarily an accurate
indicator. Field experience or testing remain
the only real methods to verify if a system pos-
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sesses the ability to withstand a wide range of
interference. In thg-absence of testingwer field
data to guide a useg,precaution mustcbehe

rule. In many environments it would be-pru- mon mode electrical interference.
qent for the user to consider some formmf
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ancillary (add-on) product to supplement and
enhance the withstand capability of electronic
equipment to low levels of high frequency com-
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